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UNDERSTANDING THE “WAR ON TERRORISM™:
MANIPULATING ELECTIONS
Part-2: America’s High-Tech Voting Machines'

Compiled by Bob Aldridge

“Theright of voting for representativesistheprimary right by which
all other rights are protected. To take away thisright isto reduce a
man to slavery ...”

— Thomas Paine (1737-1809).

it corrects dl the voting irregularities and glitches encountered in Forida during the November

2000 presidentia eection. To makethese corrections, HAVA provides $3.9 hillion to subsidize
replacement of punch-card balots and mechanica lever vating machines with high tech dectronic
equipment. Inthispaper | will discussthese new voting machines, who makesthem, how they are certified,
the deficiencies they are experiencing, and how they are used to swing eections.

On 29 October 2002, Congress passed the Help America Vote Act of 2002 (HAVA). Ogensbly

In presenting the deficiencies, | will beborrowing fromthe works of severd of this nation’s leading voting
mechine expertsand their analyses. These people are not objecting for the sake of being different, or for
persond gain. They are critics because they understand the limitations and risks of computerized voting.
They hald high academic positions as computer scientists, they have consulted to companiesand provided
investigations for states. They have consulted to congressand testified before committees. Asfar asl can
determine, these critical expertsarein favor of dectronic voting. After dl, that isther fidd and profession.
But they do depl ore the rushto buy these machines — rushing before federa funding disappears—whenthe
machines are not adequately secure againgt voting mishapsand dectionfraud. To facilitate my references
to these experts, | have listed them and their credentiadlsin Appendix-A.

Let me now gart this discussion by looking at who makes these new touch-screen voting machines, dso
referred to as Direct Reading Electronic (DRE) voting machines.

This paper is part of a series on understanding why we are fighting terrorism. Thereis nothing new in it
that hasn’t been published elsewhere, and of course the coverage is not comprehensive. The purpose of this paper
isto compile some pertinent information together so that a pattern can be seen. BA



V

OTING MACHINE MANUFACTURERS
Four companies have most of the voting machine market cornered. They are:

Diebold Election Systems. (North Canton, Ohio). Diebold Inc., the parent company, bought
Globd Election Systems in September 2001 and renamed it Diebold Election Systems. Globa
Election Systems had earlier bought [-Mark Systems in 1997. Diebold manufactures the
AccuVote-TS DRE. Diebold is dso one of the leading manufacturers of Automatic Teller
Machines (ATMs) for banks.

Sequoia Pacific Voting Sysems Inc. (Exeter, Cdifornia). Parent company is Smurfit Packaging
Corporation (St. Louis, Missouri); whichinturnisowned by Jefferson Smurfit Group plc. (Dublin,
Irdland). Sequoia reached an agreement on 4 August 2003 to incorporate the VoteHere
company’ s technology into its AV C Edge machine.

Election Sysems And Software Inc. (ES& S) (Omaha, Nebraska) was formed in 1997 by the
merger of American Information Systems Inc and Business Records Corp. It isa subgdiary of
McCarthy Group, Inc., whichinturnisjointly held by aholding firmand the Omaha World Herdd
Co. (Publisher of Nebraska s largest newspaper). ES& S manufactures theiVotronic DRE

Hart InterCivic Inc. (Augtin, Texas) Hart manufactures the eSlate 3000 DRE)

The fird three are often referred to as The Big Three. Two smaler manufacturers often mentioned are
Advanced Voting Solutions Inc. (Frisco, Texas) and Unilect Corp. (Dublin, Cdifornia).

The four largest firms, or &t least their owners and main executives, are heavy donors to the republican
campaigns. It has been widdly publicized that Diebold's chief executive, Waden O’ Ddll of Ohio, wrote
apalitica fund-raisng letter in 2003 to republican supporters saying he was “committed to heping Ohio
deliver its electoral votesto the president next year.”?> Persona opinions do not necessarily reflect those
of the company, and individudscan’t be expected to not have sone strong fedings. However, “From 2000
to 2002, [Diebold] gave $200,965 to the republicanparty and none to the democratic party.”® After the
Enron example, and many others, it is not unnaturad to be suspicious of how the Bush adminidiration is
providing billions of dollarsfor these voting machine companieswithvirtudly no oversight, and how those
companies areusing it.

What compounds the issue is the val of secrecy that enshrouds the voting
machinesand how they operate. This issue will be discussed ingreater detall
below, but if there were more transparency the political persuasion of the
executives would not be such abig issue. If citizens wereassured thet their
votes would be counted correctly, that rigged dections were absolutey
impossible with the vating systems we use, and that democracy is not being
hijacked by corporateinterests, nobodywould care whichpoliticd partiesthe
business executives donated to.

2Quoted in Gumbel, 14 October 2003, and many others of the printed media.

3pPolman, 5 May 2004,



Asit is, the “proprietary software’ that goes into touch-screen voting systemsis a highly guarded trade
secret. How the votes are tabulated and counted inddethese machinesis absolutdly opaque. This mgor
departure from past, meticulous methods of veifying the vote counting and observing the process is
daming. Stanford Universty computer science professor, Dr. David Dill, commented on this lack of
trangparency intoday’ s dectronic vating sysem: * Suppose you had a Situationwhere ballots were handed
to aprivate company that counted thembehind a closed door and burned the results. Nobody but anidiot
would accept asystem like that. We ve got something that is dmost as bad with electronic voting.”

Every dection seemsto reveal some hints of deceptive programming for eectronic voting. Dr. Rebecca
Mercuri commented on early voting in Dalas during the November 2002 dection. Voters pushed the
democrat button and invariably the republican candidate’s name appeared on the screen.  Eighteen
machines were eventualy shut down because of “misaignment” problems. “And those were the ones
where you could visudly spot a problem,” Mercuri said: “What about what you don’t see? Just because
your vote shows up onthe screenfor the democrats, how do you know it is regigtering ingde the machine
for the democrats?®

It is hard to bdieve that such crooked tactics could take place. Dr. Mercuri told a US House of
Representatives sub-committee: “Although (in many states) convicted felons and foreign citizens are
prohibited from voting in US eections, there are no such laws regarding voting machine manufacturers,
programmers, and administrative personnel. Felons and foreignerscan (and do!) work at and even own
some of the voting machine companies providing equipment to US municipdities™ Al of the Big Three
are represented in scandals that have made the news recently:

. Phil Foster, Sequoiavicepresident of salesfor southernregionwasindicted in Louisanain January
2001. Hewascharged with two counts of conspiracy to commit money laundering and kickbacks
on salesof votingmachines, and one count of congpiracy to commit mafeasanceinoffice. Charges
were dismissed in April 2002 in exchange for grand jury testimony, with immunity, againg others
involved, including the Louisana s Sate commissioner of eections.

. In 2002, the Arkansas secretary of state pleaded guilty to 1995 bribes and kickbacks from a
voting machine company that was aforerunner to ES& S. Another personinvolved testified againgt
him under condition of immunity. That person is now avice-presdent of ES&S.

. John L. Elder, head of Diebold's balot-printing business in Everett, Washington, was convicted
and imprisoned during the 1990sfor sdlling cocaine. Elder has had a clean record since that time
and undoubtedly deservesthe positionhe holds. Itisironic, nevertheess, that ex-felonsare purged
from the voter rogter in some states while another ex-felon designs the ballot they cannot use,

It is understandable that an ex-addict and drug sdller who has reformed should be given another chance.
After dl, the purpose of our crimina justice systemis supposed to beto rehabilitate offenders. However,
it is another matter when people with a past history of bribery, money laundering, and mafeasance hold

“Poovey, 23 August 2004.
SQuoted in Gumbel, 14 October 2003.

SMercuri, 22 May 2001.
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decison-making positions inthe mechanismthat insuresdemocracy. Itisnot only natural, but also prudent,
to be suspicious.

A cogent exampletook placeinthe 1990s when Chuck Hagel was chief executive of Americaninformation
Systems (now known as ES& S) whichmade e-voting machines. 1n 1996 Hagel decided to runfor the US
Senate. He won and was the firgt republican senator elected from Nebraska in 24 years. A Nebraska
Election Adminidrationofficia estimatesthat 85% of Hagel’ swining votesin 1996 and 2000 werecounted
on machines from the company he runs.’

Thenwe come to more conflicts of interest after the machinesare manufactured. They must then betested
and certified.

Three so-cdled Independent Testing Companies (ITAS) certify voting machines to federa

standards. Itisup tothe statesto certify them for individua state requirements. Mogt statessimply
rely on federd standards while others have done some investigation on their own. | will discuss some of
the latter later on.

C OMPANIESTHAT TEST AND CERTIFY VOTING MACHINES

The three federd Independent Testing Authorities are:

. CIBER Inc. (Greenwood Village, Colorado), tests voting machine software®

. SysTest Labs (Denver, Colorado), tests voting machine software.

. Wyle Laboratories Inc. (El Segundo, Cdifornia), tests voting machine hardware.

Thereisdoubt about how independent these testing authoritiesreally are. They work under contract from
avendor to certify the voting machine the vendor manufactures. As far as the certification is concerned,
Dr. David Dill explains. “These Test Authorities use the word ‘ Certified’ asif it were some magica holy
blessing. It'sbeen ‘Certified” What doesthat mean? We didn’t get any answers.”®

Dill continuedthat afriend of his*“got the right passwordsto cdl up Wyle [Laboratories] and ask themwhat
they do, and he got adescription. The basic description, ... isthat they bake the machines to see if they
die. They dropthemto seeif they break. And then what they do isrun scripts over the computer program
to check for bugs. A script is just another computer program to check for superficial things. ... It is
basicaly nothing more than a style-checker, like running a spell-check.”°

"Cited in Disinfopedia, “ES& S’.

8 According to Federal Election System records, CIBER donated $48,000 to republicans during the last four
years ... The company made no donations to democrats.” (Ackerman, 30 May 2004.)

%Quoted in Pitt, 20 October 2003.
1%Quoted in Pitt, 20 October 2003.
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Forty two of the 50 satesrely on these three “independent” testing labs for Sate certification. But when
Cdifornia Secretary of State Kevin Shdlley asked Wyle Laboratories about the testing results, he wastold
the information was proprietary and could be discussed only withthe manufacturer. “ And so the secretary
of gate was introduced to the looking-glass world of voter-machine regulation. Over the years, repeated
referencesto ‘federal tesing' by dection officids have given the impresson that the government oversees
the certification of touch-screen voting systems. While there are guidelines for the machines, no federd
agency haslegd authority to enforce them."!

| will returnto the problems withtesting standards under a separate heading below. Right now | will move
on to discuss this secrecy business in more detall.

ACK OF A VOTER-VERIFIED PAPER TRAIL

The Hdp America Vote Act of 2002 (HAVA) specifies: “The voting system shall produce a

permanent paper record with amanua audit capacity,” and that the “paper record produced ...
shdl be available as anofficid record for any recount conducted with respect to any dection in which the
system is used.”*? Compliance with having a paper record is not mandated until 1 January 2006.2 1t is
important to note that this paper “record” has apparently been interpreted by the voting machine
manufacturers as nothing more than a hard-copy printout of what is on the computer. This paper record
is nothing more than a backup in case the computer disk crashes or disgppears. Itisnot the sameasa
voter-verified paper trail.*4

A voter-verified paper trail isapaper printout of the ballot whichthe voter can verify through aglassscreen
a thetime of voting (but he cannot touchit) before he or she maketheir votefind. If changes are required
they can be made. The faulty printed balot is sent to a scrap container and not counted. A new one
becomes vishle behind the screen. When the voter is satisfied with the paper balot being viewed, the vote
is cast and the paper copy goes directly into the balot box. This paper trail then becomes a permanent
record which will be available in case amanua recount or audit is required.

On 21 November 2003, Cdifornia secretary of state, Kevin Shelley, mandated that by 2006 dl vating
machinesinthe state will have a voter-verified paper trail —apaper bdlot printed and verified by the voter
at the timethe voteis cadt. It isexpected that Cdifornia s action will have a chain effect in other states.
Kevin Shelley now has ethica problems related to how he, or his g&ff, distributed the federa funds to

1A ckerman, 30 May 2004.

2HAVA, Section 301(a)(2)(B)(i and iii).

BHAVA, Section 301(d).

1The term voter-verified denotes a paper printout of the ballot which the voter can verify through a

window before he makes hisvote final. The term paper trail means that printout will become a permanent record
which will be available in case amanual recount or audit is required.
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improve voting.*® This could be a palitical move to discredit him and, by association, hisinitiaive. But it
is hoped that his pioneering of the voter-verified paper trail will remainin place.

It appears that only Nevada will have a voter-verified paper trail during the November 2004 presidential
eection. It will use Sequoia touch-screen machines in dl its precincts and is the only dtate that has
demanded a paper trail. So perhaps Nevada will have a safe election. Nevada' s primary dection is
reported to have gone smooathly.

Evenafter January 2006, when paper trals will be used inmany states across the country, dectronic vating
machines can ill berigged. Dr. Rebecca Mercuri told Congressin 2001 that “Fully dectronic systems
do not provide any way thet the voter (or dection officids) cantruly verify that the balot cast corresponds
to that being recorded. Any programmer can write code that displays one thing, records something else,
and prints yet another result. Thereisno way to insure that thisis not happening indde a voting system.”

A voter-verified paper tral, however, is somewhat more secure. It is true that the machine may record
something different than what is shown onthe screenor the printout the voter can view behind a glass, but
the accurate votewould be there on paper incase of arecount. A voter-verified paper trail can be audited.

Dr. Michael 1. Shamos is in favor of dectronic voting while a the same time a critic of present
circumstances. He, dso, bdieves people are naive in bdieving that a paper trail will insure a correct vote
count. After the Horida presdentia eection fiasco in 2000, Congress jumped to eectronic voting
machines, particularly the ATM-type touch-screen machines, to prevent such a debacle in the future. The
Help Americavote Act was passed in 2002 and provided $3.9 billion in funds. Such alush potentia for
profit caused aflurry of activity withscant considerationfor the public. The product was rushed to market
by taking advantage of every legd loophole available. Shamos believes the entire process “of designing,
implementing, manufacturing, certifying, sdling, acquiring, storing, sdling, uang, testing, and evendiscarding
voting machines mugt be transparent from cradle to grave, and must adhere to gtrict performance and
security guiddines that should be uniform for federa eections throughout the United States.”

Althoughit is not the answer to dl the problems associated with voting machine security, avoter-verified

paper trail isessentia. 1n January 2004, a specid dection was held for a seet in the legidature covering

Palm Beach and Broward Countiesin Florida. The winner had a scant 12-vote lead out of 10,844 cast.

A recount required by state law for a margin of win under 0.25% was triggered. There was aso a
suspicious incongstency of 134 lessvotes cast asvoterswho signedinat the polls. But therewas no paper

trail o it was not possible to comply with the law or verify to the voters that their votes were counted.

It hasa so been suggested that mandatory surprise audit recountsin0.5% of dl jurisdictions, both domestic
and overseas, be conducted to make certain the voting machines are working correctly and to discourage
voter fraud.'’

¥ what appears to be a political dispute, Secretary of State Kevin Shelley has been accused of awarding
no-bid contracts to democratic allies. Until the state auditor completes an investigation of Shelley’s spending,
Governor Schwarzenegger has frozen $45 million in federal funds. Voting rights groups and county €election officials
exerted enough pressure to free $15 million, but as of thiswriting another $30 million is still frozen. This has stalled,
among other things, the printing of millions of easy-to-understand voters guides and voter educational projects for
soldiersin Irag. Thereisstill pressure on the governor to release the remaining funds to insure informed votersin
the November 2004 election.

16Shamos, 24 June 2004.
17See Holt, 25 May 2003.
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Paper records were considered mandatory for the eectronic vating machines used in the August 2004
recdl dectioninVenezuela. After the dection, which didn’t turn out the way Washington desired because
President Hugo Chavezavoided beingrecalled by awide margin, the opposition claimed that computerized
voting machines skewed the count in Chavez sfavor. There were some possible irregulaities apparent
during the audit, but they seemed to go both ways and fel within the range of mathematica probability.
Internationa observers who monitored the audit concluded that the opposition’s fraud alegation was
basdess. Contested dections which can be effectively audited will reach a credible conclusion.

Legidationhasbeen introduced in Congress to mandate a voter-verified paper trail. representative Rush
Holt and 149 othersintroduced H.R.2239 inthe House to amend the Help AmericaVote Act of 2002 to
require a voter verified permanent record under Title 111 of the Act. It was referred to the House
Committee on House Adminigtration on 22 May 2003. A companion bill, S.1980, was introduced inthe
Senate by Senator Bob Graham and five co-sponsors. It was refered to the Senate Committee on Rules
and Administration on 9 December 2003.

Thesehillswill, of course, expirewiththe 108" Congress at the end of 2004, and if not enacted beforethen
will have to be re-introduced in 2005.

FTWARE SECRECY

he software designed for eectronic voting machines is considered by the manufacturer to be

proprietary information, and is therefore kept inclosest secrecy. Critics maintain that since billions

of dollarsof tax money is being used to buy these machines, the public should know what they are getting.

After dl, they contend, these machines and their software are not just vending machinesor ATMs &t the

bank. These machinescomprise”theintegrity of the e ection process[which] isfundamenta to theintegrity
of democracy itsdlf "8

Voting machine manufacturers argue that the source code, which isthe core of the software program, is
aways certified by an Independent Testing Authority (ITA). Joe Richardson, a spokesman for Diebold,
seemed to echo the voting-machine manufacturers: sentiments when he stated that “we don't fed it is
necessary to turn it over to everyone who asks to seeit, because it is proprietary.”°

Apparently Diebold does release some software code for review to who they describe as “respectable,
unbiased third-party experts.” They have done so for reviewsin Ohio and Maryland, providing the third
party Sgns anon-disclosure agreement. The statement on their website reads: “ Diebold Election Systems
has and will continue to open up its system for review by repectable, unbiased, third-party experts such
asthose eva uations conducted in Maryland and Ohio. We are confident in the integrity and security of our
system, and that the eectronic voting format holds the grestest potentid for ensuring impartia, secure and
accurate elections.”®

18 EEE Report, and Wallach, 27 February 2004.
®Quoted in Schwartz, 24 July 2003.

DAvailable at http://www.diebold.com/dieboldes/ohio.htm
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That may be so, but how can one be sure that what they received isactudly the software in the machines
they sl. Itisonce again acase of having to trust them. Dr. Mercuri was part of alawsuit in PAlm Beach
County, Florida, where plantiffs wanted to inspect a suspicious Sequoia machine. They werestonewalled
with the trade-secret-agreement argument. “It makes it redlly hard to show their product has been
tampered with,” she said, “if it's a fdony to inspect it.” Mercuri went on to say: “There are literaly
hundreds of ways to do this ... hundreds of ways to embed arogue series of commandsinto the code and
nobody would ever know because the nature of programming is so complex. The numbers would dl taly
perfectly.”? Journdist Andrew Gumbel adds. “Tampering with an eection could be something assmple
asa'denid of service atack in which the machines smply stop working for an extended period, deterring
voters faced with the prospect of long lines. Or it could be done with evasive computer codes known in
the trade by suchnamesas‘ TrojanHorses %2 or ‘ Easter Eggs.’2® Detecting oneof those, Dr. Mercuri says,
would be amost impossible unless the investigator knew in advance it was there and how to trigger it."*

Despite al these obstacl esin examining voting machine software, some studies have been made and have
yielded frightening results

EORGIA — A PIONEER OF TOUCH-SCREEN MACHINES

Irregardless of dl this secrecy, the software for one of the manufacturers, Diebold’ s AccuVote-

TS touch-screen machine, became known. As | have pieced the tory together from various
media reports and professond studies, it dl started in Georgia during the November 2002 mid-term
election. At that time Georgia had 22,000 Diebold touch-screen machines — more than any other Sate.
But these machines were not equipped to provide a paper trail. In two closdy-watched races— Sonny
Purdue for governor and Saxby Chamblissfor US Senator — opinion polls had the democratic candidates
ahead by between 9-11 and 2-5 percentage points repectively. But when the votes were counted, a
maor last-minute swing gave the eection to the republican candidates — a swing of up to 16 and 12
percentage points respectively for the two races.”® For the highly-finessed opinion polls to miss by that
wide a margin was unprecedented. It was particularly suspicious sincethe machines* had been * patched’
a the last minutefollowing amajor software breakdown.”? With no paper trail, however, this vote could
not be contested.

21Quotations from Gumbel, 14 October 2003.

27 Trojan Horse is amalicious program that will lie dormant until something triggers it, such asacertain
date and time.

2] have been informed that if you search the web for “Easter Eggs’ with Google.com, you will get alist of
websites that reveal Easter Eggs in Microsoft programs. I'vetriedit. It works.

2Gumbel, 14 October 2003.

%Colorado, Minnesota, I1linois, and New Hampshire also experienced these large, unexpected, |ast-minute
vote swings to provide winners for the republican party.

2Gumbel, 29 October 2003.
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Some Georgia ditizens decided to ook into the matter. Onewroteto the Georgiasecretary of state’ soffice
asking for a copy of the state certification letter. He was told that none existed in that office and was
refered to the Georgia Technology Authority. That office replied that it was *not surewhat you mean by
the words please provide written certification documents .”?” Asstated by one of the concerned citizens,
Atlantagraphic designer Dennis Wright: “If the machineswere not certified, thenright therethe el ectionwas

illegd "%

That isnot the end of the breakdown. Journaist Andrew Gumbe reported in London’s Independent:
“Shortly after the eection, a Diebold technician called Rob Behler came forward and reported that when
the machines were about to be shipped to Georgia palling Sations inthe summer of 2002, they performed
so erdicdly that their software hadto be amended withalast-minute* patch.” Instead of being transmitted
viadisk —a potentidly time-consuming process, especidly since the author was in Canada, not Georgia
— the patch was posted, along with the entire el ection software package, on an open-access FTP, or file
transfer protocol, siteonthe Internet.”?® That, aone, was amassive security breach becauseit opened the
software to tampering. But it gave the concerned Georgia citizens an opportunity to evauate the secret
source code.

Roxanne Jekot Analysis.

Roxanne Jekot examined the code from the Internet line by line. “There were security holes dl over it,”
she said, “from the most basic display of the balot on the screen al the way through the operating
system.”*® She pointed out that the program was designed for the Windows 2000NT operating system
but she found that it also worked satisfactorily on the much less secure Windows 98.3! Jekot was aso
amazed at how shoddy the code was. She expected to have difficulty reading it but soon learned that a
lot of it could just aswell have been written by her first-year students.

Diebold tried to mitigete the finding of their computer software on the Internet by claiming it was an
obsolete verson and that many parts have beenrevised. Because of trade secrecy wewould haveto trust
them to bdlieve them, which most critics don’t. “It was documented throughout the code who changed
what and when. We have the history of this program from 1996 to 2002,” says Jekot. “I have no doubt
thisis the software used in the [2002] elections.”*?

Hopkins Report / | EEE Report .

Still another study of the source code for Diebold’' s AccuV ote-TS touch-screen machine was conducted
after being found onthe company’s Internet site, during January of 2003. Computer science researchers

Z'Quoted in Gumbel, 14 October 2003.
ZQuoted in Gumbel, 14 October 2003.
2Gumbel, 14 October 2003.

®Quoted in Gumbel, 14 October 2003.

Sl0ther sources reveal that the AccuV ote software was originally designed for Windows 95 but was | ater
changed to Windows CE.

%2Quoted in Gumbel, 14 October 2003.
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Dr. Avid D. Rubin (Johns Hopkins University in Batimore, Maryland), and Dr. Dan S. Walach (Rice
University in Houston, Texas), dong with two computer science doctora students,® performed a
meticulous study of the software. They reported their findingsin apaper which wasfirst published by Johns
Hopkins University on 23 July 2003 (Technica Report TR-2003-19 — often called the Hopkins Report).
Later it was published in the journd for the Indtitute of Electrical and Electronics Engineers(IEEE) on 27
February 2004.%

Toppingthe list of security flaws in the Hopkins Report is the ability of anoutsider to fabricate counterfeit
voter cards, or smartcards®, whichwill alow voting an unlimited number of times. Here's how the vating
process works. After checking at the poll, the voter is given a smartcard to activate the machine. The
gmartcard isinserted Smilar to inserting the ATM card in an automatic teller machine. This brings up the
balot and the voter touches the candidates of his choice onthe screen. When the selection isfinished, the
voter reviewsthe marked ballot, makes any changes necessary, and thentouchesthe spot to cast the balot.
The smartcard is then gected. After that, the machine won't accept that smartcard again until it has been
reprogrammed by a poll worker for the next voter.

Diebold svoter cards do explait the advantage of smartcardsover norma magnetic srip cards—the ability
to perform cryptographic operations. The lack of cryptography alows an attacker to make his own
homebrew smartcards which will dlow him to vote over and over and over again. One of severd ways
to get the information necessary to make homebrew smartcards is to have an accomplice vote. Then,
ingtead of turning in the smartcard received from the poll worker, he turns insome sort of fake card. The
attacker canthenusereverse enginearing to get the code fromthe stolensmartcard, dter itto allow multiple
votes, and suff the digital balot box.

If the attacker were a poll worker, or had a poll worker accomplice, the process would be smpler ill.
The end result would be an overvote (more ballots counted than people who registered to vote) but it
would not be possible to tdl legitimate votes from the frauds. And, with no paper trail at present, there
would be no way for ameaningful audit, or amanua recount.

There are dso two other cards of the same type but with dightly different programming. They are the
adminigrator card and the ender card. Thefirst givestheholder accessto additiona adminigtrative controls
of the Diebold technology, and both cards can end the dection —that is, shut down the machine. In a
precinct which is heavily partisan toward one candidate, a group of attackers could smultaneoudy shut
down dl the machines during a peak period to stop the eection until poll workers could get the stations set
up again. Thisdenia-of-service attack would likely deter many people from voting because they couldn’t
walit, and thus reduce the votes for one candidate. In this type of attack there would be no overvotes
because the voters had not yet checked in.

33The doctoral students are Tadayoshi Kohno (University of Californiaat San Diego, La Jolla, California)
and Adam Stubblefield (Johns Hopkins University, Baltimore, Maryland).

3%4See | EEE Report, 27 February 2004.

%The voter card or smartcard is a plastic memory card similar to an ATM card. But, rather than having a
magnetic strip like an ATM card, it has an imbedded digital chip which can store data and perform cryptographic
operations.
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Therewere other techniquesdescribed inthe Hopkins Report to dter the vote count by ingders (dl attacks
except the last item listed can be done by poll workers) which | will itemize but not describe. They are
arcane innature and anyone interested in pursuing themfurther can refer to the IEEE Report whichislisted
in the References. The other techniques of vote manipulation on Diebold machines by indders are:

. Modify system configuration.
. Modify balot definition.

. Cause votes to be miscounted by tampering with configuration.

. Impersonate |egitimate voting machine to tallying authority.

. Create, delete, or modify votes.

. Link voterswith their votes.

. Tamper with audit logs.

. Delay the start of an election (denia-of-vote attack).

. Insert backdoors into code. This can be done only by the Operating System developer or the
voting machine developer.

When the Hopkins Report first came out, Dr. DouglasW. Jones (University of Ohio) remarked that “this
paper makesit quite clear that the errors | had pointed out to representatives of Global Election Systems
[now Diebold Election Systems| when they first came to lowa with the AccuTouch [now AccuVote]
system have not been corrected in code that was avalable on Diebold’s [Internet] server half adecade
later.”*® Jonestold Global Elections Systems people of these flaw in November 1997, shortly after they
had acquired I-Mark Systems. The dates of the software examined by the Hopkins group was over the
years 2000-2002 — three to five years | ater.

Dan Wadlach, one of the Hopkins Report’s co-authors, said he has smilar concerns about the non-
encryption of Hart-InterCivic machines, but that company won't release its software without a non-
disclosure agreement. That would prevent any publication of problems found.*”

The IEEE Report did state that sncethe earlier versionof this report appeared onthe Internet (the Hopkins
Report), Diebold has apparently made some corrections. The detals have not been made public. The
|EEE Report summarizes. “Wefound significant security flaws, voterscantrividly cast multiple balotswith
no built-in tracegbility, adminigtrative functions can be performed by regular voters, and the threats posed
by insiders such as poll workers, software developers, and janitorsisevengreater. Based onour analyss
of the development environment, induding change logs and comments, we bdieve that an appropriate level
of programming discipline for a project suchasthishasnot beenmaintained. Infact, there appearsto have
been little quaity control in the process.”*®

Thenthe report concludes: “The mode where individua vendorswriteproprietary codeto run our éections
appearsto be unrdiable, and if we do not change the process of designing our vating systems, we will have
no confidence that our eectionresultswill reflect the will of the electorate. We owe it to oursaves and to
our future to have robust, well-designed election systems to preserve the bedrock of our democracy.”®

% Jones,“ The Case of the Diebold FTP Site.”
S7Cited in Messmer, 25 July 2003.
38| EEE Report, 27 February 2004.
%\ EEE Report, 27 February 2004.
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A mgor criticismof the Hopkins Report wasthat it looked at the softwareinisolationand did not consider
physica security at the e ectionstewhichmight mitigate the security flaws. The report’ s authors admitted
this in the report. One was the possibility that if the touch-screen machine were connected to a modem
that ahacker could interact withit. Evenif the AccuVote-TSis never connected to amodem during voting
hours, the voting results are transmitted via something called a PCMCIA card which can be read and
modified by a pocket-sze computer.

Diebold claimed that the software analyzed by the Hopkins group was an older versonand that many of
the security flawshad been corrected. Future studies, however, will illugtrate that those security flawswere
gtill present after the Hopkins Report was rel eased.

ARYLAND —ANOTHER EARLY BUYER OF TOUCH-SCREENS

Maryland was another early recipient of many Diebold touch-screen mechines.  Computer

expertsin that state aso examined the Diebold code found on the Internet. They found 328
software flaws, 26 of them criticd, putting the whole system “at high risk of compromise. ... If these
vulnerahilities are exploited, sgnificant impact could occur on the accuracy, integrity, and availability of
election results,” their report Sates.

SAIC Report.

After the Hopkins Report was released, the State of Maryland hired Science Applications Internationa
Corporation(SAIC) of San Diego, Cdifornia, to run arisk assessment study of the Diebold AccuVote -
TS machine. One of the principle tasks was to evauate the Hopkins Report. In its executive summary,
the SAIC Report gtates: “Ingenerd, SAIC made many of the same observations, when considering only
the source code.” #! (emphasistheirs) The SAIC Report goes on the say that Maryland's procedural
controlsand generd voting environment mitigate or diminate many of the vulnerabilities. (Apparently some
dill remain.) But, SAIC says, this mitigation does not “in many cases meet the standard of best practice
or the State of Maryland Security Policy."*2

SAIC points out that current security controls depend on the voting system being disconnected from any
network communications. If were connected to a phoneline, therisk rating would immediately soar. The
report acknowledged that the touch-screen voting terminds themselves aren't, but the Global Election
Management System (GEMS) sarver® is connected to the to the State Board of Elections intranet, which
has access to the Internet. After pointing out that the GEM S server contains Microsoft Office products

4Quoted in Gumbel, 14 October 2003.

41SAIC Report, Executive Summary.

42SA1C Report, Executive Summary.

“3The Global Election Management System (GEMS) is a Diebold software program that runs on Microsoft
Windows (WInEDS). It allows election management to control ballot layout and election tabulation, counting, and

reporting. It coversall election ballots: touch-screen, optical scanner, and absentee. The word “Global” in the name
is ahangover from Diebold' s predecessor — Global Election Systems.
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not required by the voting system, the remainder of that paragraph aswell asthe following paragraph is
“Redacted.” Whenthediscuss onresumesagain, thereport recommendstesting for time-triggered exploits
(e.g., Trgjans). Perhapsthe“redacted” materid discussed how hostile attacks could be or have been made
to plant certain delayed actions. The report thenurged immediatdy removing the GEM S server from the
intranet.*

The Executive Summary of the SAIC Report concludes “The System, as implemented in policy,
procedure, and technology, isat high risk of compromise. Application of the listed mitigations will reduce
therisk tothe sysem. Any computerized voting system implemented using the present set of policiesand
procedures would require these same mitigations.*®

The SAIC Report. while agreeing with the technica security flaws described in the Hopkins Report, was
andyzing a current version of the Diebold Source Code.  Although the verson is “redacted” in the body
of the report, it isgiven in Appendix D as4.3.1.5. This indicates that the security risks identified by the
Hopkins team ill existed in code being used in September 2003.

Fromthe tone of the SAIC Report | got the impression it was somewhat defensive of the Hopkins Report.
It made me wonder, since Maryland had already invested in 16,000 Diebold touch-screenmachines, if the
report were commissioned to judtify itsdecison. That suspicionisraised further when datesare compared.
The SAIC Report is dated 2 September 2003 but the Sate of Maryland didn’t releaseit to the public unil
September 24", When it was findly released there were a significant number of blank pages and
paragraphs where information had been “redacted.” Later reports by studies in another state, however,
would give more details on voting machine vulnerabilities.

RABA Report.

On 10 November 2003, the State of Maryland commissioned RABA Technologiesto evauate Maryland's
planto usetouch-screenvating. Part of thetask wasto review the Hopkins Report, the SAIC Report, and
toexamineMaryland' sinformation Technology Security Certificationand Accreditation Guiddines. Then,
on 19 January 2004, RABA computer security experts performed a Red Team exercise to Smulate an
attack that would stress and test the actual computer voting system to be used in the March primaries.

The key findings were summarized: “The State of Maryland Election System (comprising technicd,
operationa, and procedural components), as configured at the time of this report, contains consderable
security risksthat can cause moderate to severe disruptioninaneection.”*® Thenthereportindicatedthere
were near-time mitigating recommendations for each vulnerability and that if, and only if, dl of those
mitigating recommendations were in place the machines would be worthy of trust for the March 2004
primary dection. But, RABA strongly fdlt, between the March primary and the November genera eection
additiona actions must be taken. And, ultimately, paper receipts in some fashion will be needed.

The RABA Report dso verified that the Hopkins team were analyzing a current version of the computer
code. RABA sgned a non-disclosure agreement with Diebold to obtain the current verson. After

#See SAIC Report, Section 2.2.2
“SSAIC Report, Executive Summary.
“RABA Report, p. 3.
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reviewing the Hopkins Report, RABA sad the “single most relevant finding ... isthat the generd lack of
Security awareness, as reflected in the Diebold Code, isavalid and troubling revelation,” and continued:
“We generdly agree withthe Hopkins Report on purdly technical matters.”*” By agreeing with the Hopkins
sudy, RABA taditly disclosed that the Hopkins team was looking at a present-day, currently-in-use
software code.

HIO STEPSBACK FROM TOUCH SCREENS.

Of Ohio’s88 counties, 68 Hill usethe punch-card system. Ohio set agod to replace dl punch-

card machineswithtouch-screens by the March 2004 primary eection. Dr. Douglas Jonesof the
lowaBoard of Examinerssaid: “ On reading the Hopkins paper, | immediately called for the decertification
of Diebold' s direct recording eectronic voting machines. | bdievethisisentirely judtified by the magnitude
of the security flawsidentified inthat paper, and completely independently, | bdieve it isjudtified by the fact
that Diebold' s predecessor, Globa Election Systems, knew about that one flaw and did nothing to correct
it over half a decade.”®

INfOSENTRY Report.

On 15 August 2003, Ohio Secretary of State J. Kenneth Blackwell commissioned two studies on voting
machines. The studies were to include the products of al four manufacturers. These studies by
INfFOSENTRY Services, Inc. (Raeigh, North Caroling) and Compuware Corporation (Detroit, Michigan)
were completed on 21 November 2003. On 2 December 2003, Blackwell released Volume 1 only of the
InNfoOSENTRY Report.*

Dr. Douglas Jones, amember of the lowaBoard of Examinersfor Vating Machinesand Electronic Voting
Equipment, did not seem too impressed with VVolume 1 —the only one publicly available. He capsulized
that it “says very little about the voting systems, while focusing on issues of certification and security
planning.”* He did point out that the report did reveal large weaknessesin state security procedure which
need to be corrected.

Compuware Report.

The Compuware Report was also dated 21 November 2003 and released to the public by Secretary
Blackwedl on 2 December 2003. A totd of 57 security vulnerabilities which might be exploited duringan
electionwereidentified inthe systems from the four manufacturers. Those risks were categorized as high,
medium, and low. Those pertaining to each manufacturer are:

. Diebold had 5 high, 2 medium, and 8 low.
. ES& Shad 1 high, 3 medium, and 13 low.
. Hart InterCivic had 4 high, 1 medium, and 5 low.
. Sequoiahad 3 high, 5 medium, and 7 low.

“"RABA Report, p. 7.
48 Jones," The Case of the Diebold FTP Site.”

“9The other volumes not released to the public covered the Ohio Secretary of State Office (Val. 2), Diebold
(Vol. 3), ES& S (Voal. 4), Hart InterCivic (Val. 5), and Sequoia (Vol. 6).

%030nes,“ The Case of the Diebold FTP Site.”
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Compuware says if these security issues are left unmitigated they “would provide an opportunity for an
attacker to disrupt the election process or throw the election results into question.” One amazing
weakness identified by Compuware was the supervisor smart card PIN®2 for Diebold's AccuVote- TS
machine. It isafour-digit number and what appears on every smart card issued by Diebold is the factory
default —“1111." It cannot be changed.

Two days after the Compuware Report was rel eased, George Geczy, apartner inDG Technica Consulting
and co-chair of Hamilton Chamber Science & Technology Committee, sent an email to the Elections
Office of the Ohio Secretary of State. In pointing out one mistake in the Compuware Report, he said: “In
their audit they declared the infrared interface used in systems such astheiVotronic to be secure asit is
proprietary and *will not connect to norma Windows, Linux, or Mac machine” However, itisinfact very
easy to reverse-engineer infrared communication. A deviceassmpleasa‘PamPilot’ handheld computer
can receive and transmit most custom infrared Sgnals, and so the use of an infrared interface does NOT
preclude hacking and unauthorized access through this method.” Geczy went on to explain that, in
particular, if the datawere not encrypted it would be very smple to reverse-engineer, and that: “ Given the
Compuware Report’ scommentson the lack of encryption and security in other eements of the system...
hacking an iVatronic could be as smple as walking into the voting booth using a correctly programmed
Pam Pilot ... to smulate a supervisory [persond eectronic ballot] access device.”3

State of Ohio Action.

On 2 December 2003, when Ohio Secretary of State Blackwell released the InNfOSENTRY and
Compuwarereports, he dsoissued a press release hdtingdl touch-screenmeachine purchasesand ordering
dl manufacturers to remedy the flaws identified. The State’ s schedule originaly called for touch-screen
machinesto be inddled intime for the March 2004 primary dection. That milestonewas now delayed until
the November 2004 generd dection. The press release also said the state would petition the federal
government for anextensonof the HAVA deadline for purchasing ectronic voting machinesin order to
alow time for the manufacturer to correct deficiencies.

After a second audit round by Compuware which was completed in July 2004, it was determined that
Diebold> had 4ill not corrected dl the security flaws discovered in the firgt audit. On 16 July 2004,
Secretary Blackwell issued a press release saying the Diebold machines would not be used for the 2004
election. The pressrelease stated: “The decison is based on preiminary findings from the secretary of
state’ ssecond round of security testing conducted by Compuware Corporation showing the existence of
previoudy identified and yet unresolved security issues”™® In the press release Blackwell reiterated: “As

SlCompuware Report, p. 20.
52PIN stands for Personal Identification Number. It is the code or password to access a machine or program.
%8Geczy, 4 December 2003.

%The State of Ohio had contracted with Diebold to install touch-screen voting machines. This seems
natural because Diebold is an Ohio-based corporation.

550hio Press Release, 16 July 2004.
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| made clear last year, | will not place these voting machinesbefore Ohio’ svotersuntil identified risks are
corrected.”® Thisdecison may aso have been prompted by legidation requiring al voting machinesinthe
dtate to have a voter-verified paper trail by 2006. Ohio Governor Bob Taft sgned that hill the previous
May 2004. It was aso prudent to forestall buying the machines until they were paper-trail equipped.

ALIFORNIA SUESDIEBOLD
( : In adiscussion concerning how a state can be sure that the softwaretested isthe same asthat in

the machine being used, Dr. David Dill commented that it “is actudly a much harder technica
problem than most people would think. With current hardware, it is very difficult to make sure that the
program running on the machine is the program we think is running on the machine. Thereis a generd
theme of secrecy that is frudtrating tome. ... daims are made about these systems, how they are designed,
how they work, that frankly | don’t believe. In some cases ... because the claims they are making are
impossble. | amlimited in my &bility to refute theseimpossble damsbecause dl the datais hidden behind
aveil of secrecy.”’

Gubernatorial Recall Election, 7 October 2003.

After the Cdifornia s 7 October 2003 gubernatoria recall eection, it was discovered Diebold may have
ingaled some uncertified software. Thismay have beenwhy in Alameda County “Votesfor Lt. Gov. Cruz
Bustamante [a democrat] were being given to a lesser-known candidate ...”*® Of course that gave
republican Arnold Schwarzenegger agreater lead over Bustamante, reminiscent of Florida’ sbutterfly ballot
fiasco.5® (Thiswill be discussed later.) On October 30", Californials assistant secretary of state, Marc
Carrel, announced a hdt on certifying machines from Diebold.

Thenin alocd eection on 4 November 2003 in Alameda county, it was discovered that 4,000 Diebold
machines were using software that hadn’t been certified by the state. Following right on the heds of the
Hopkins Report, this created anar of distrust which prompted Cdifornia Secretary of State Kevin Shelley
onNovember 12" to order amonth-long audit of dl Diebold touch-screenmachinesinthe state. The audit
would look for uncertified hardware or software patches that would violate Sate eection laws.

I nthe following month, December, the auditorsreported that the 17 countieswhichhad purchased Diebold
machines had been using software not certified by the state.*® Moreover, in three of those counties—Los
Angdles, Trinity, and Lassen Counties — the software was't even certified by the federd government.

%Quoted in Ohio Press Release, 16 July 2004..
5’Quoted in Pitt, 20 October 2003.
BMahler (San Joaguin News Service).

5%Elaine Ginnold, Alameda County’ s assistant registrar of voters, claims it was human error that caused the
miscount of votes. [Cited in Mahler (San Joaguin News Service)]

%Florida, also, had uncertified voting software. On 3 February 2004, Florida's chief of the Voting System
Certification Bureau told the Florida Senate Committee on Ethics and Elections that half of counties in the state are
using some form of uncertified software. (See Jones, “The Case of the Diebold FTP Site.”)
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How did this uncertified software get on Cdiforniamachines? Votewatcher im March posted an e-mail,
dated 14 January 2002, from Diebold executive Ken Clark — an email that was reported leaked by a
whistleblower. One paragraph throws some light on the company’s cavdier manipulation of software.
After discussng how to avoid amgor verson number change in touch-screensoftware by cdling it afix,
Clark goeson: “ Strictly adhering to our release palicies, the Cdifornia change should aso requireamgjor
verson number bump to GEMS (because of the protocol change). We can't reasonably expect dl of
Cdiforniato upgradeto [GEMS] 1.18 this late in the game though, so we Il dip the changeinto GEMS
1.17.21 and declarethisisabug rather thananew feature. What good are rules unless you can bend them
now and again.”®!

On November 21%, shortly after the audit started, California Secretary of State Shelly announced that by
2006 dl voting machinesinthe state must have a voter-verified paper trail. Then on 20 January 2004 the
RABA Report was concluded for the sate of Maryland. Thisindicated that eectronic voting machines
could be hacked, passwords broken, and the vote count dtered. Thisinformation coming onthe heds of
the Hopkins Report (now the IEEE Report) and the discovery of uncertified software in Cdifornia
prompted Shelley to further action. Firgt, he called on Diebold to turn over its software code to ateam of
independent experts chosen by imto examineit. Second, he ordered security stepsfor the March primary
electionwhichwererecommendedinthe RABA Report, induding disconnectioneectronic vatingmachines
from the Internet and ingtalling Microsoft security patches®?

County eection officids, however, were dow to react to new security precautions. “Only one county
registrar of 14 who responded to inquiriessaid she planned to implement specific steps recommended by
the computer scientists to correct sarious security flavs."®® Only three counties said they had read the
RABA report. Theregistrar of Los Angeles County —the state' slargest — even said Diebold had assured
her that the softwarecodetested by RABA Technologieswas anolder verson.®* Theregistrar of Alameda
County said she believed “the new software is going to have the security recommendations.”®

But Michad Werthemer, author of the RABA Report and formerly a senior technical director for the
Nationa Security Agency, disagreed: “I can honestly say the problems we are describing will not be
addressed inany immediate update.”®® Regarding thetendency to depend on manufacturersand neglecting
the warnings fromcomputer scientists, Cdifornia Voter Foundation president Kim Alexander pointed out

1Quoted in March, 23 September 2003.

%2The RABA Report described how the Red Team had altered voting cards to cast multiple votes, modified
ballots and altered election results by plugging a keyboard into the touch screen, picked a security code in a matter
of seconds, and gain control of the vote-counting computer with malicious software. The RABA team also
discovered Diebold had not installed 15 Microsoft security patches for the Windows system that runs Diebold's
software. (See Ackerman, 6 February 2004.)

83Ackerman, 6 February 2004.

84Cited in Ackerman, 6 February 2004.

%Quoted in Ackerman, 6 February 2004.

%Quoted in Ackerman, 6 February 2004.
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that the “vendors who are in the business of profiting off the sale of voting sysems do not have a vested
interest in being forthcoming about security glitches.”®”

Therewereactudly tencountieswhichchalenged Shelley’ s condtitutiond authority to order safeguardsthat
would assure safe dections. They accused him of undermining public confidence in voting sysems. Ina
countermove, four other countiesfiled suit in Sacramento County Superior Court to mandate implementa-
tion of the security fixes for Diebold systems. This pleawas dismissed by the judge, “saying there is no
evidence that Cdifornial s upcoming elections are in danger of being manipul ated.”®®

California’s March 2004 Primary Election.

Cdifornia's 2004 primary election on March 2", where more than 40% of the state’ s voters used touch-

screens, raised new concerns. Problems arose in many of the 14 counties which used them. San Diego,

Alameda, and Orange Counties perhaps experienced the worst.  In SanDiego County, about 36% of the
county’s 1,611 polling places failed to open on time because of a technica problem. It was 11:00 AM

before dl were up and running. Some 18% of Alameda County’s 1,096 polling places experienced a
amilar problem. Both counties used Diebold machines which booted up unfamiliar screens when voting
cards were inserted.

On April 21% Secretary Shelley released a report accusing Diebold of jeopardizing Cdifornid s primary
election with inadequately tested equipment, saying “ Diebold’ sconduct has created an untenable Situation
for both county and tate eection officids.”®® The problemin San Diego and Alameda Counties seemed
to be mafunctionof hundreds of voter-card encoders which match voters to the appropriate balot. “Less
than two months before last year’'s ection, Diebold urged the emergency approva of the encoders,
daming the eection could not be conducted without them. However, the company then failed to dert
election officias about a battery problem that affected the encoders operation.”” The result was that
thousands of voters were disenfranchised by being turned away.

A few comparisons: Per the 2000 census, San Diego County is33.5% minority.”* If the 36% of precincts
where people were turned away coincided with the areas where minorities are predominant, that would
have a sgnificant effect of skewing the eection results toward republicans in the November genera
eection. Likewisein Alameda County, where 405,554 democratic balotswere cast in the 2002 primary,
compared to 64,707 republican.” Disenfranchising votersin the November 2004 genera eectionwould
greatly benefit the republican party.

57Quoted in Ackerman, 6 February 2004.

8Nissenbaum, 19 February 2004.

5Quoted in Ackerman, 22 April 2004.

Ackerman, 22 April 2004.

"San Diego County Quick Facts From The US Census Bureau.

"2Alameda County Election Summary Report.
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Orange County usesmachinesmadeby Hart InterCivic whichdo not have ascreen. Nevertheess, thenew
system confused poll workerswho gave morethan 7,000 votersthe wrong el ectronic balot. Voters were
prevented from voting for candidates in their own digtrict but could vote for another didrict. In the end,
21 precincts had more votes cast thanthere wereregistered voters. Thisaffected five congressond races,
four state senate races, and five assembly races.”

Two state senators— Ross Johnson (R-1rvine)* and Don Perata (D-Oakland) ™ were upset by the primary
election problems. They cdled on Secretary of State Shelley to decertify al paperless voting machines
beforethe November general dection, threatening legidative actionif he didn’t. Johnson said: “Democracy
is too important to turn over completely to a machine, much less a machine that is a lemon.””® He
continued: “Our democracy works because people accept the results of eections. If you put that into
question, it attacks the very foundation of a democratic society.”””

In 16 March 2004, Shelley lad down the guiddines for dl Californiatouch-screen machines to have a
voter-verified paper trail by July 2006 —in time for the November generd dection that year. Senators
Johnson and Perata sponsored Senate Bill 1438 to codify Shelly's administrative order. SB 1438,
however, went a step farther and requires a voter-verified paper trall by the next statewide election (after
2004), which is the 2006 primary.

The State Assembly passed SB 1438 witha unanimous 73-0 vote on 26 August 2004 and the State Senate
passed it witha unanimous 31-0 vote on August 27th. Thelegidation was sent to Governor Schwarzeneg-
ger 3 September 2004. He has 30 days to act onit (either Sgnor veto) or it will become law without his
sgnature.

The Uncertified AccuVote TSx.

On 22 April 2004, a state advisory panel discovered that an uncertified new Diebold model, the
AccuVote-TSx, had been sold to San Diego, San Joaguin, Solano, and Kern Counties. The pand —made
up of seven top ades to Shelley and David Jefferson, a computer scientist for Lawrence Livermore
Nationa Laboratories — unanimoudy recommended decertifying more than 14,000 AccuVote-T Sx
meachines in those four counties. Cdifornia officids claim they had given conditiond certification of these
machines for the March primary because Diebold had assured them federd gpprova wasimminent. But
that was notthecase. A report the pandl released aday earlier, April 21%, “found Diebold had jeopardized
the March primary by sdling an untested and poorly functioning system, and by mideading sate officids

SCited in Zetter, 11 March 2004.

"cCalifornia State Senator Ross Johnson is vice-chairman of the Senate Elections And Reapportionment
Committee.

California State Senator Don Peratais chairman of the Senate Elections And Reapportionment Committee.
"5Quoted in Fletcher, 12 March 2004.
""Quoted in Nissenbaum, 20 February 2004.
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about federa approva of the system.””® The advisory pandl aso recommended that Shelley investigaie
crimind and civil charges againgt Diebold because of the company’ s conduct.

The newer model Diebold AccuVote- TS gpparently uses awirdess means of tranamitting datafromthe
touch-screen machine to the GEM S server. Diebold saysthisisonly for preliminary results and the actud
voting resultsare hand carried on PCM CIA ™ flashcards. Further investigation disclosed that theelectronic
hookup between the voting machine and GEMS server is made before the vote totals are computed.
According to Dr. Douglas Jones. “This means that the flash cards holding the officid results for each
precinct are exposed to corruption by any network insecurity, and therefore, that the officid canvass can
be corrupted if someone hacksinto the machine. Furthermore, it is emerging that the verson of Windows
CE used by Diebold is both heavily customized and full of dynamicaly loaded libraries. Asaresult there
are strong grounds for the conclusionthat the operating systemis not unmodified commercid off-the-shelf
software (COTYS), and that with this extengve use of dynamic linkage, we cannot even tdl if the system
being run on a particular voting machine resembles the system that was disclosed in the configuration
documents submitted with the system when it went through the [federal] approval process.”®® What that
means isthe Diebold AccuVote - TSx machines sold to Cdifornia not only have aprevioudy undisclosed
security flaw, but are dso uncertified.

Findly, on 30 April 2004, Secretary of State Shelley decertified dl touch-screen machines in the state,
sing: “We will not tolerate decetful tactics as engaged in by Diebold and we must send a clear and
compeling message to therest of the indudtry ... Shelley then laid out 23 security measures for touch-
screen machines to be used in the November 2004 eection, and said if they are met he would re-certify
the machines on a county-by-county basis. These security measuresinclude being disconnected from any
network, providing paper ballots for those who prefer not to use the touch-screens, providing the source
code for any system to the secretary of state upon demand, and posting the vote count from each touch-
screen at the polling place.

Ten counties whichuse other makes of machineshad the best hopes of being re-certified. When Sequoia
Voting Systems madetheir source code available the re-certification began. Some counties have balked,
and even filed court cases chdlenging Shelley’s authority. But Cdifornias secretary of state has
condtitutiona powers to make such decisons.

Shelley dso asked Cdifornia Attorney Generd Bill Lockyer “to investigete alegations of fraud, saying
Diebold had lied to Sate officias”® On 7 September 2004 L ockyer decided to take over afdse-claims
lawsuit againg Diebold which had been filed the previous November by whistleblowers. Lockyer joined

A ckerman, 23 April 2004.

"personal computer Memory Card International Association (PCMCIA) is a non-profit trade association
which defines technical standards and educated the public regarding flash cards, miniature cards, and smart cards
used for storing and transmitting data.

8Jones,“ The Case of the Diebold FTP Site.”

81Associated Press, 30 April 2004.
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the lawsit after his investigation found “suffident evidence of them defrauding the state.”® But the
attorney generd closed a crimind investigation againgt Diebold. Alameda County aso joined the fdse-
camslawauit. The lawsuit seeks reimbursement for Diebold voting machines purchased in the Sate.

HE SEQUOIA SOFTWARE LEAK

Sequoia Pedific Vating Systems was the second of the Big Three to have its software leaked

publicly on an unprotected Internet site. Riversde County in Cdiforniauses Sequoia AV C Edge
touch-screen voting machines. Jaguar Computer Systems provides dection support for that county and
it wasontheir FTP server that the software was discoveredinOctober 2003. Unlikethe Diebold software
that was leaked, which was a rawer source code with programmers’ notes and comments, the Sequoia
code was the cleaner binary asit is used in the voting machines. Binary code can be reverse engineered
to find out how it works but takes about four times longer to do so.

Although Sequoia had disparaged Diebold for usng the Windows operating system which is well
understood by computer hackers, as opposed to Sequoia's purported proprietary system designed
especidly for eectronic vating, thisleaked code showed that Sequoia aso used the Windows system. The
AV C Edge machine uses WInEDS (Election Database System for Windows) which runs on top of the
regular Microsoft Windows operating system.® IntheWinEDSfolder issomeoff-the-shelf softwarecalled
MDAC? that doesn't require the certification and audit mandated for proprietary e-voting software.

In the usud type of disclaimer, Sequoia spokesman Alfie Charles said the software that had been found
“was an older version that had been substantially modified.”®® Charles continued: “While this breach of
security is grosdy negligent on the part of the county’ s contractor, the code that was retrieved is used to
accumulate unofficid resultsone ectionnight and does not compromise the integrity of the officid electronic
ballots themselves."®

Dr. Peter Neumann of Stanford Research Ingtitute does not agree: “This means that anyone could ingdll
aTrojan Horse in the MDAC that won't show up in the source code.”®” A Trojan Horseis amalicious
programthat will lie dormant until Something triggersit — such as a certain time and date or a certain number
of votes cast. Then it isactivated to dter the program, or rig the election. Wired News explains: “ Jaguar
employees, Sequoia employees, or Sate eection officids could insert code that wouldn't be detectable in

82Quoted in Folmar, 8 September 2004.

8Cited in Zetter, 29 October 2003.

84According to Wired News, this software is Microsoft Data Access Components (MDAC), which is used
to send information between a database and a program. Version 2.1 was on the website. Microsoft has issued a
patch designated version 2.8 to correct security flawsin the earlier version 2.1. (See Zetter, 29 October 2003.)

#Schwartz, 3 November 2003.

8Quoted in Zetter, 29 October 2003.

87Quoted in Zetter, 29 October 2003.
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a certification review of the code or in security testing of the system.”®® Neumann then pointed to the
necessity for a voter-verified paper trall: “Theideaof looking at source codeto find problemsis inherently
unsatisfactory. Y ou need to use a machine with accountability and an audit trail."&

Dr. Rebecca Mercuri is dso skeptica about the security problems arisng from the software of two
companies being unprotected: “ Are these companies affed by folks completely ignorant of computer
security, or are they just blatantly flaunting thet they can breach every possible rule of protocol and sl
voting machines everywhere with impunity 7'

Dr. Avid Rubin adds. “This argument that everything needsto be kept secret is not viable because suff
does get out whether companiesintend it or not. Now two out of the three top companies have leaked
their sysem. Scientists are being made afraid to look at these things, which in the end will be bad for our
society. Why shouldn't everyone want scientiststo look? If there sany fedling that there may actudly be
danger to our eections, how can we not be encouraging researchers to look at our systems?’%!

Others seem to support the argument that secrecy leads to vote rigging and fraud. Attorney Cindy Cohn
at Electric Frontier Foundation says. “Our society and our democracy is better served by open voting
systems. Theway to creste amore secure system isto open the source code and to have as many people
aspossible try to break into the system and figure out al the holes. The clearest way to have aninsecure
system isto lock it up and show it to only afew people.”®?

The origind source code audit by afederdly certified |aboratory for one of the touch-screenvating

meachines described above indicated that “the software of this voting system was the best the
examiners had ever seen and that they were particularly impressed by its security.”®® Five computer
scientists who signed aletter to concerned citizens of Ohio asked “why would afederaly certified testing
laboratory declare a voting system to be secure while 5 other reviews of that same system found magjor
flaws? ... This cdls into question the [federd] standards themselvesas much as it cdls into question the
competence of the federally certified examiners”®

T HE LACK OF VOTING MACHINE STANDARDS

Adminigering HAVA, setting the standards, and overseeing disbursement of the money was to be the
responghility of a bipartisan Election Assstance Commisson. Commissoners were to be appointed by
the president, with the advice and consent of the senate, withing 120 days of enactment of the Act. That

88Zetter, 29 October 2003.

8Quoted in Zetter, 29 October 2003.
%Quoted in Schwartz, 3 November 2003.
91Quoted in Zetter, 29 October 2003.
92Quoted in Zetter, 29 October 2003.

% Jones, et al, 26 February 2004.

%Jones, et al, 26 February 2004.
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would put the deadline around the firs of March 2003. But, bureaucratic stonewalling delayed the
Commisson’s start until March 2004. No oversight was in place before touch-screen voting machines
garted rolling off the productionline. These high-tech DRES are now considered even more susceptible
to vote manipulation and fraud than Forida s butterfly ballot.

Dr. Michad | Shamostold a subcommittee of the US House of Representatives Committee on Science
inJune 2004 that “the systemwe have for testing and certifying voting equipment in this country is not only
broken, but is virtualy nonexistent,” and must be created from scratch to restore public confidence.®

A month later Shamos told Congress. “There is no systematic science of voting machine technology, no
engineering journa devoted to the subject, no academic department, not evenacomprehengve text book.
Thereare no adequate standards for voting machines, nor any effective testing protocols. ... Whenaflaw
is detected ina voting machine, there is no compulsory procedure for reporting it, sudying it, repairing it,
or even learning from experience. The voting machine industry is unregulated and it has not chosen to
regulate itsglf "%

Shamos goes on to point out that the only set of standards applicable to dectronic voting systems is the
Federa Voting Systems Standards (FV' SS) which places responsbility on the vendor to comply with no
test procedures for doing so. These “areincomplete and out of date. For example, one of the principa
election security worries is the possibility of a computer virus infecting the voting sysem. Y et the FVSS
placevirusrespongbility on the voting system vendor and do not provide for any testing by the Independent
Tedting Authority (ITA). ... It is hardly reassuring to have the fox guarantee the safety of the chickens.™’

HAVA assgns the National Indtitute of Standards and Technology (NIST) the main responsbility for
overseeing development of voting machine standards.®®  Yet the Bush administration has tragicaly
underfunded the grants authorized by the HAVA legidation.®

The only standards for secure computer systems certificationthat the NIST works with is The Computer
Security Act of 1987. Pentagoncomputer systemns are monitored and certified under this Act but it can't
be used for vating machines. Congress has exempted itself from compliance. Therefore, as Dr. Mercuri
pointed out, the accuracy and integrity has never beencertified for any computer-based voting systemused
in federa elections®

The burdenfdls uponan organization called the National Association of State ElectionDirectorsto gppoint
the Independent Testing Authorities (ITAS) that test the voting machines. Dr. Shamos says this process

%shamos, 24 June 2004.

%shamos, 20 July 2004.

97Shamos, 24 June 2004.

%BSee HAVA, Part 4 (Sections 271-273).
99See Shamos, 20 July 2004.

1%0Mercuri, 22 May 2001.
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isdysfunctiond and points out that the National Association of State Election Directors webdste contains
this peremptory statement: “The ITASDO NOT and WILL NOT respond to outsde inquiries about the
testing process for voting systems, nor will they answer questions related to a specific manufacturer or a
gpecific voting system. They have nather the gaff nor the time to explain the process to the public, the
news media, or jurisdictions”*® Shamos says the ITA procedures are entirely opague and finds it
“grotesgue that an organization charged with such a heavy responghility feds no obligation to explain to
anyone what it is doing.”*%

While discussing the Hopkins Report, Dr. Douglas Jones agrees that “the biggest issue raised by the
Hopkins paper deds not with Diebold but with the adequacy of the current [Federal] Voting Systems
Standards. ... Under the 1990 standards, the source code auditors who read the code for the I-Mark
Electronic Bdlot Station[predecessor to Diebold' s AccuV ote] back in1996 described it asthe best voting
system software they’ d ever seen! ... despite the flaws the Hopkins group identified that must have been
present then. This brings into question not only Diebold's code, but our entire current system of voting
system certification.”1%

Five computer-scientists ended their open letter to concerned citizens of Ohio by sating: “In the long run,
wemug ingg on vating systems that meet a standard of auditability comparable to the standards we apply
to the finandd world, ... We must ingst on the same levd of oversght for counting votes as we have
routindy indgsted on for counting dollars. ... With the technology avalable today, we see no way that such
oversight can be provided without maintaining a voter-verified paper record of each vote cast.”'*

A voter-verified paper tral is probably the minimum requirement to insure security for touch-screen
machines. Sensble voting machine security sandards would contain more than that, including:

. A voter-verified paper trail for vote audits.

. No part of the voting system — touch screen, optical scanner, vote tabulator server, or whatever
else may be used — alowed to be hooked up to the Internet or any other network, modem, or
intranet connection.

. Absolutely no wirdess transmission of voter data of any type, including infrared.
. Data stored on flash cards for transit must be encrypted ad escorted by bi-partisan observers.
. Adeguate number and types of passwords with encryption where necessary.

STHERE ANY EVIDENCE THAT LACK OF SECURITY HASBEEN EXPLOITED?

Voting Machine companies manufacture a device which facilitates the guarantee of a democratic
government by representation, adevicethat should by dl accounts be the most secure in the land, yet

11Quoted in Shamos, 24 June 2004.
192ghamos, 24 June 2004.

108 jones,“ The Case of the Diebold FTP Site.”
1% 3ones, et al, 26 February 2004.
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as | have illudrated above voting machines are anything but secure. For the November 2004 dection,
electronic vating machines — both touch-screen and optical scanning — will be under physica security
measureswhichdepend onthe integrity of eectionoffidds and poll workers. It wasillugrated inthe 2000
presidentiad eectionthat suchintegrity is not dways forthcoming. It is naive to believe that votefraud and
rigged eections cannot happen in America. It pays to be aware of and dert to the possbility of rigged
elections and how they can take place. Some very recent events justify such awareness and dertness.

Leaked Diebold E-Mails.

During the summer of 2003, alarge archive (1.8 gigabytes) of Diebold interna e-mail was leaked by an
indder to reporter Brian McWilliams of Wired News. This was gpparently motivated by the Hopkins
Report and the archive covered the period up to 2 March 2003. One exchange between Ken Clark, of
Diebold, and Nel Finberg, aso of Diebold, was particularly reveding. The full text of this exchange is
posted onthe website for the School of Information Management & Systems (SIMS) of the University of
Cdifornia, Berkdey.’® | will summarizeit here.

On 16 October 2001, Nel Finberg of Diebold wrote an internd e-mail to Ken Clark stating that Jennifer
Price of theIndependent Testing Authority (ITA) Metamor (later CIBER) said she could accessthe GEM S
database and dter the audit log without a password. Then Finberg asked: “What is the position of our
development staff on this? Can we judtify this? Or should this be anathema?%®

Clark replied on October 18" that it is easy to open the GEMS database with Microsoft Access, just
double-click onit. Then you can change its contents. He pointsout that apassword could be added but
that wouldn't mean much becauise someone has to know the password. Then Clark addsthat “the audit
log is modifiable by that person at least (read, me). Back to perceptionthough, if you don't bring thisup
youmight skate throughMetamor.” Then Clark advises: “Bottom lineon Metamor [later CIBER] istofind
out what is going to make them happy.”’

That much admits a security flaw in the system. It is astounding that anyone with a personal computer
could, with a store-bought Microsoft program, open an eectronic voting file and dter the contents.

But that isnot dl. Other passagesin Clark’ se-mail suggest that is exactly what has been done. Clark says
he had threatened to put a password on the file when dedlers, customers and support people “have done
supid thingsto the GEM S database structure using Access.” But, he explains. “Being able to end runthe
database has admittedly got people out of abind though.” And continues. “Jane (I think it was Jane) did
some fancy footwork on the [database] file in Gaston [County, North Caroling] recently. 1 know our
dedlersdoit. King County [Washington] isfamousfor it. That iswhy we never put apassword on thefile
before.”'% |t isquite obvious that the Diebold systemis vulnerable and apparently the voting database has
been tinkered with.

105566 SIMSS, 2001.

1%Quoted in SIM'S, 2001.

17Quotations in this paragraph from SIMS, 2001.
1%Quoted in SIM'S, 2001.
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One might question the authenticity of the memos. That was in fact done at firgt: “Initidly, there were
serious questions about the authenticity of the Diebold memos, but Diebold' slegd actions againg the web
stes holding those memos werevery effective at puitting those questions to rest.”**® Diebold engaged the
law firm of Waker & Jocke (Meding, Ohio) to try shutting down the websites displaying the memos, or
at least get them to remove the memos. The bluff was caled. To pursue the threatened legal action
Diebold would openitsf to legd actionfor fraud. Some websites removed the memos but the issues had
spread too far to hushup. Diebold' s action accomplished nothing but to confirm the authenticity of thee-
mail memos!°

Other Suspicious Reports.

Severa incidents have come to the attention of observers and votewatchers which indicate that vote
manipulation doeshappen. These are only afew that have been noticed and are probably the proverbia
tip of theiceberg. Theseexamplesdsoilludratethat optical scan machines which count paper balots are
a0 vulnerable when hooked up to a modem or the GEMS system. Some votewatchers are absolutely
correct when they say that the lack of security with optical scannersis under-reported. Mogt, if not dl,
absentee ballots are counted by optica scan machines.

Alameda County, California. Robert Chen, of Diebold, wrote an e-mail on 28 October 2002 which
“shows that the GEMS system in Alameda County [Cdifornia] was on-line, reachable directly from the
outsideworld.”*!* Thiscorrespondencewasleakedto Bev Harrisof Black-Box Voting, awatchdog group
on dection irregularities. Alameda County uses Diebold touch-screens withaGEM S server. Jm March
has posted the entire memo, aong with a detailed technical andys's of this e-mail and itsimplications!*2
March concludes: “ Therefore, during that *window’ of a couple hours after palls close, anordinary PC in
aDiebold basement could did in, run a script, change votes specific to that county and get out again. In
about 5to 10 minutes tops, per county. And it would take only one conspirator anong the ‘techies' to
get the data necessary to do actual evil."*** (Emphasishis)

San L uis Obispo County, California. Cdifornia election laws forbid starting a vote count before the
pollsclose. Many months after the 5 March 2002 primary dection, ataly of absentee votes from 57 of
the San Luis Obispo County’ s 164 precinctswas found on Diebold’ sopen-access Internet Ste. The count
was time-stamped at 3:31 PM during Cdlifornia's 2002 primary eection on March 5. It was a mid-
electiontally of absentee votes from Diebold GEMSserver. Thismid-eectiontaly wasillega procedure.
And it was particularly disturbing to find this on Diebold’s website'*  This county was using a Diebold

1%93ones, “The Diebold FTP Story.”

HOFqr afuller description of this chain of events see Jones, “The Diebold FTP Story,” pages 21-23. Also
see McWilliams, 7 August 2003; Thompson, 12 September 2003; and March, 19 September 2003.

1 30nes, “The Diebold FTP Story.”
12566 March, 23 September 2003, pages 11-13..
"3March, 23 September 2003, page 12.

H4Eor afuller discussion of thisincident see March, 24 October 2003. Also see Thompson, 12 September
2003 and Gumbel, 29 October 2003. Thisincident is also discussed briefly in Jones, “ The Case of the Diebold FTP
Site.”
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optical scanner witha GEM S server at the time. The file on Diebold’ s website was password protected,
and the password was*“ sophid’ — dl lowercase. County dection regigtrar, Julie Rodewdd, said aDiebold
employee named “ Sophid’ was there on election day. A fuller “evauationinprogress’ has been made by
Bev Harrisand Jm March.*®® This exampleillustrates that even the GEMS sarver on optica scannersis
vulnerable to a hodtile atack. But at least there is a paper trail for audit.

California’s Gubernatorial Recall Election. During the 7 October 2003 recdl eection in Cdifornia,
two counties were using Diebold touchscreen machines and 11 were using Diebold optica scanners with
GEMS servers!'® Of the 7,842,630 votes cast in the state, 1,403,375 (17.89%) were cast on Diebold
machines. Onevotewatcher noticed that lower order candidates were getting an unusually high percentage
of votes from counties using Diebold machines, as compared to the percentage of the state’s total votes
those machines cast. Seven of these lower order candidates received over twice their proportionate
percentage — ranging from39% to 91% of their total votes coming fromDiebold machines!’ (Remember
the 19 candidates that were running for governor if the recall was successful?) Perhapsthat eection was
rigged. But, dthough 11 of the 13 counties had paper balots for audit, there was no recount so we will
never know.

Another important “piece of evidence that dl was not right —and Hill isn't — is the darmingly high number
of balots that registered a blank on the key issue of whether or not to recall Gray Davis**°

King County, Washington. During the 14 September 2004 primary dection in Washington state,
votewaicher Bev Harris was an observer in King County (whichincludes Seettle). County director of the
Records, Election, and Licensang Department, Dean Logan, told the Seattle Timesthatworkerson GEM S
would bein pairs, never aone, and that accessto GEMS is carefully controlled. Harris notes otherwise:
“Our observation showed that there was no password to the termina during the uploading of eection
results, as it was aready open; there was no locked room, rather, the door was left open with people
wandering inand out, that observerswere oftenleft done inthe roomwith no e ectionofficias present, that
at many times observers were deeping, reading books, or outside the room talking with others; we aso
observed that severa people typed into the central tabulator termind without logging themselves in as
separate users.” %

155ee Harris and March, 7 September 2003.

16The two counties using Diebold touch-screens were Alameda and Plumas. The 11 using Diebold optical
scanners were Fresno, Humboldt, Kern, Lassen, Marin, Placer, San Joaquin, San Luis Obispo, Santa Barbara, Trinity,
and Tulare.

170f the total California ballots cast, 17.89% came from Diebold machines. Y et the following low-order
candidates for governor received the indicated percentage of their votes from Diebold machines: Palmieri 68.3%,
Kunzman 91.75%, Sprague 65.10%, Macaluso 39.37%, Price 47.18%, Quinn 50.80%, and Martorana 39.28%. The
other 12 candidates received percentages from Diebold machines that reasonably matched the state figure.

18E0r more information, see Miller, 8 October 2003.

119Gumbel, 29 October 2003.

120 arris, 15 September 2004.
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Director Logan told the Seattle Times later that GEMS is not connected to phone modems or other
computers on eection day. He aso reiterated that the room is aways locked and the machine is
passworded. But Harris says*thisiswhat we saw: The GEMS centrd tabulator was connected to abank
of severd dozen modems. The GEMS centrd tabulator at the [optical scan] location was connected to
dozens of networked optical scan machines. The GEM S computer had only one person working with it
at [bothlocations]. The GEM Stabulator required no network password because it was open dl evening.
The door was not kept locked and people were wandering in and out.”*%*

In a video, Logan stated that GEMS worked perfectly with no problems and the modems worked
correctly. Harris pointed out that on eection night, workers were not able to load 5 vote centers and 84
precincts into the GEM S sysem.  The modems (modems?) failed to work and the results had to be hand-
carried in. Sothereisthe confusing informetion of when machinesare connected to modems and whet type
of information is transmitted over them. Harris pointsout that “the act of manipulaing the e ectionwith the
GEMS centrd tabulator is easily achieved by inserting a very short (6 line) text file on any disk or CD,
which sdlf-executes upon placing the disk in the central server computer. The procedures | observed on
9/14/2004 (popping disksin and out of the server during the middie of the count, with very doppy disk
management) put the security risk a ahigh level for King County.”%?

Riversde County, California. Cdifornialaw isverydtrict that no one but andectionoffica canhandle,
count, or canvass balots. 1t is equaly spedific that only eection offidds can touch live voting machines
during anéeection. Techniciansfrom the machine manufacturer do not count. These Satuteswere violated
during the 2 March 2004 Cdifornia primary eection in Riversde County. Riversde County is the firs
Cdlifornia county to go al touch-screens. It has some 4,200 Sequoia AV C Edge touch-screens.

One of the closest races was between Linda Soubirous and incumbent Bob Buster for County Supervisor.
Kevin Pape was dso inthe race. After the polls closed, 46 of the county’s 157 precincts had been
counted. Buster had 47% of the vote. He needed 50% plus one voteto win outright and avoid a runoff.
Soubirous had 37% and Pape 15%. Theseresultswere posted at 8:13 PM and then there were no further
reports. About ahdf-hour later an observer phoned Brian Floyd, Soubirous campaign manager, that the
counting had stopped.

Floyd and another campaign worker, Art Cassel, went to eectionheadquartersto investigete. They found
the counting room deserted except for two men— Michael Fronteraand Eddie Campbel | —who turned out
to be Sequoia Voting System employees. Fronterawas Stting at a vote tabulation computer typing and
Campbe| was ganding next to him talking. “Their presence was unusud to say the least, and even the
possibility that they might be making changes to the vote tabulation software in the middle of an eection
wasdarming ... Cassel and Hoyd said the man at the keyboard, a Sequoia vice president called Mike
Frontera, was wearing a county employees | D badge — something that has not been adequately explained
by anyone.”'?

Soon the dectronic ballot boxes (PCMCIA flash cards) began arriving fromthe precincts and were piled
al over theroom. Election workers started feeding them into the centrd tabulator. As the vote counting

1Harris, 15 September 2004.
1221 arris, 15 September 2004.
123Gumbel, 24 June 2004.
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continued, another one of those dramatic swings took place whichput Buster at 50% plus amere 92 votes.
A runoff was averted.**

By March4™, two days after the dections, as absentee ballots were talied, Buster’ s lead shrunk to 50%
plus45 votes. Onthisdate, Floyd and Cassel saw Sequoiaemployee Eddie Campbd| intheadministrative
building. Hepulled amemory card fromhis pocket that looked like a PCMCIA card. He said to county
employee Paul Shook: “Let’s seeif thiswill work.”?> Floyd abruptly asked: “Where are you going with
that?'1?® Campbell refused to say or even give his name.

Campbd| then went into the tabulaing roomwiththe head of the registrar’ s technology department, Brian
Foss. Fosslogged Campbell onto thetermind, presumably with hisown password, and then I eft theroom.
Campbel| then gpparently entered Foss' password into other terminds and inserted his card to upload
information onto the machine. Cassdl said he recognized the WIinEDS tabulation software screen on the
computer. Then, as votewatcher Bev Harris relates. “ Campbell took the card back, put it in his pocket,
told Hoyd and Cassd it was his‘persond’ card, and |eft the building with it, got on a plane and flew out
of the state to Denver.”*?’

That is Cassel and Hoyd' s version asreported by Bev Harris and Andrew Gumbe. Gumbel’ s paper, Los
Angeles City Beat, submitted alist of 44 questions to County Registrar of Voters Michelle Townsend to
be answered for public information. Townsend was investigated by the county district attorney and was
exonerated by the county. But before responding to the 44 questions, she abruptly resigned inmid-term,
citing family reasons®  Andrew Gumbel writes: “Townsend leaves not only a mass of unresolved
questions about the contested supervisor seat, but also about the fate of e-voting in this state.”*2°

TheElusive Windows CE Operating System. Votewatcher Jm March notes that to surreptitioudy
inddl a“did out” number in GEMS, to secretly connect it to the internet so the database of votes can be
adtered, would require modifying the Windows operating system.** Standard operating systems do not
have to betested or certified by anITA but it would be risky to dter a Microsoft program. But Windows
CE is not atandard operating system. Jm March explains.

Under the rules, ‘standard software’ doesn’t need to be certified. But there is no such thing as a
standard version of Windows CE. WinCE isn't like other copies of Windows; it isn't a product, it's
a ‘kit’ which is formalized and customized by the company adapting this ‘mini operating system’ to
the specific system hardware. (Most WinCE implementations are handhelds with no keyboard.)

124Had a runoff occurred, it would have been only between Buster and Soubirous. Those who had
previoudly voted for Pape would likely turn to Soubirous, which could have given her a comfortable win.

125Quoted in Harris, 26 March 2004.

12%6Quoted in Gumbel, 24 June 2004.

2"Quoted in Harris, 26 March 2004.

128\tichelle Townsend had been an unrelenting advocate of touch-screen voting and, as Riverside
County’ sregistrar of voters, pioneered the first touch-screen machinesin California. She was leading alawsuit
against Californid s secretary of state, Kevin Shelley, to revoke the list of 23 security measures he mandated.

129Gumbel, 24 June 2004.

1305ee March, 23 September 2003.
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Which means if the comm drivers or other pieces of WIinCE are hacked ... there would be no way of
cross-referencing the file size, file date/time stamp or CRC check against known editions of those files
as supplied in a Microsoft retail box. You couldn’t tell if they’ve been Frankensteined! (All emphasis
and boldface his) ™3

It'salittle technica but | think anyone canget theidea. Windows CE isaskeleton operating syslem which
is tallored to use on touch-screens by Diebold. Yet it istreated as a tandard operating system when it
comes to certifying the voting machine software — the testing labs don’t have to look at it. And Diebold
does’'t want the testing labsto think too muchabot it, asthisleaked interna e-mail from Talbot Iredale'®?
dated 15 March 2002 indicates:

Don,

We do not certify operating systems with Wyle [Laboratories]. Therefore we do not need to get
WInNCE 3.0 certified by Wyle. What we need to get certified is BallotStation 4.3.2. We do not want
to get Wyle reviewing and certifying the operating system. Therefore can we keep to a minimum the
references to the WinCE operating Q/stem.B?’

Why is Iredae so anxious to steer the testing lab away from Windows CE? It seems obvious that there
is some untested code in that operating system that Diebold doesn’'t want known. That being true, every
Diebold touch-screen voting machine in use contains untested and uncertified software.

Conflicts Of Interest. Thefollowing list isfar from completebut it illustrateswhy many electionofficas
are such loud defenders of dectronic voting. “What dection officids do not mention, however, are the
close ties they have with the voting mechine industry. A disturbing number end up working for voting
machine companies”***

Michael Frontera (see section above about Riversde County) is aformer Denver Elections Commisson
executive. Inthat pogtion he placed a $6.6 million order for Sequoia voting machines. Shortly after that
he went to work for Sequoia as a vice president.**

Bill Jones left office as Cdifornia s secretary of state in 2002. He then became a paid consultant to
Sequoia Voting Systems.

Bill Jones assstant secretary of state went to work full time for Sequoia
Former secretaries of state from Florida and Georgia became a lobbyists for ES& S and Diebold.*
Many dectionofficids are happy to accept voting machine companies’ largess, evenwhile dill inoffice ™’

¥March, 23 September 2003.

182Talbot Iredale is head of Diebold Election System’s team.
13Quoted in March, 23 September 2003.

1% New York Times editorial, 12 September 2004.

135Cited in Harris, 26 March 2004.

1%Cited in New York Times editorial, 12 September 2004.
187Cited in New York Times editorial, 12 September 2004.
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The Election Center, which does eection training and policy work, takes money from Diebold and other
mechine companies, whichsponsored meds and a dinner cruise during the Center’ s August 2004 nationa
conference.*®

The National Association of Secretaries of State derive 43% of their budget from voting machine
companies and other eection-related businesses.**®

The Columbus Ohio Dispatch reported in 2003 that one voting machine company offered concert tickets
and limousine rides while competing for a contract worth up to $100 million or more.*°

Thisisthe type of graft that is common in most large businesses today and it is probably to be expected
when trying to sdl voting machines. But when the corruption stretches to rigging electionsit threatens our
freedomand existence as a democracy. Y et, when one looks at the multi-billion dollar windfal provided
the vating machine makers by the Help AmericaV oteAct, and who sponsored it, one must wonder if some
payback is expected.

ONCLUSION
‘ This paper is being written prior to the 2 November 2004 presidentia eection. In that eection
some 50 millionvoters, dmogt one third of America svoting population, “are expected to voteon
touch-screenmechines.... federd regulators have virtualy no oversght over testing of the technology. The
certification process, in part because the voting machine companies pay for it, isdescribed as obsol ete by
those charged with overseeing it.”'*

And the entity overseeing HAVA, the Election Assstance Commission, still armed only with obsolete
standards from the early 1990s, has been described as “ so toothless, they’ d probably have a tough time
biting through butter.”4? Dueto late gopointment and confirmation of commission members, thefirst public
meeting wasn't held, and the chairman wasn't elected, until 23 March 2004.1* Journdist Dick Polman
comments. “They weren't named by the Bush adminidration until last winter (one year after the
congressiona deadline), they have a staff of only seven, and they’'re trying to oversee amultibillion-dollar
indugtry on an initid budget of $1.2 million. The Election Assistance Commission can try to devise some
nationa standards for the touch-screens intime for the Nov. 2 [2004] e ection— because none exist & the
moment — but they’ d lack the power to enforce them.”'4

1%8Cited in New York Times editorial, 12 September 2004.
1%9Cited in New York Times editorial, 12 September 2004.
19Cited in New York Times editorial, 12 September 2004.
“pgovey, 23 August 2004.

12pgIman, 5 May 2004.

13F] ection Assistance Commission members are DeForest B. Soaries Jr. (chairman), GraciaM. Hillman (vice-
chair), Paul DeGregorio, and Ray Martinez.

14pgIman, 5 May 2004.

Page 31 of PLRC-040925



If we should have an outcome similar to Florida 2000, any dispute over the results or dlegations of fraud
cannot be settled or verified because there will be no voter-verified paper trall, except in Nevada. In
additionto these touch-screen machineswhichare highly susceptible to being rigged, most of the remaining
voters will be having their votes counted by eectronic optical scanners. These, aso, have experienced
incidentsin the past of skewing the vote count in favor of republican candidates, particularly with regard
to the vote tabulation devices. It will be avery dim chance, indeed, that the Bush adminidration, and its
neoconsarvative backers, will lose this eection.

Touch-screenvoting machineswould be nice because they are smple to use and can accommodate voters
with awide range of disabilities, induding blindness. But until their security flaws are resolved, they are
extremely susceptible to fraud and rigged dections. Dr. David Dill confides: “As a computer scienti, |

know that the worst problem that could happen is that you have someone at the company, such as a
programmer who knows dl the details of the code, or a mysterioudy overquaified janitor, who could

bas caly insart something mdidious into the code. ... Madlicious code could be concealed inways that are
practicdly impossble to detect by any means, and certainly wouldn’t be detectable given what we
understand to be the detection and ingpection process. ... you can change the results of an eection, and

it can't be detected by inspection or testing. Period."**

When | started the research for this paper, | wasamazed at the preponderance of materia and the depth
of sudies that exis. It is overwheming and very frightening. One need only start a smple search and
follow the leads and links. If anyone dill has doubts that eectionsin the US can be easily rigged, | urge
themto start suchasearch. In addition, this paper treats the technical aspects of voting machine hardware
and software very superfiddly. For anyonewishingto pursuethisareain moredetail, | recommend starting
withthe trestise by University of lowa Professor DouglassW. Jones (See Jones,” The Case of the Diebold
FTP Site”). The website of Jm March might aso be useful for the Diebold system (See March, 10
October 2003). Then go on the various reports discussed in this paper. An Internet address for al of
these is provided in the References. (Some of the email addresses shown are not a hypertext, and will
have to be copied-and-pasted to your Internet page address bar.)

As Roxanne Jekot statesit: “ Corporate Americais very dose to running this country. The only thing that
is stopping themfromtaking total control are the pesky voters. That’s why there' s such a drive to control
the vote. What we re seeing is the corporatisation of the last shred of democracy.”'4
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